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Cryptography: Information confidentiality, integrity, authenticity,

Symmetric Crypt

Symmetric encryption
H-functions, Message

person identification.

ography Asymmetric Cryptography
Public Key Cryptography

Asymmetric encryption
E-signature - Public Key Infrastructure - PKI

digest . _
HMAC H-Message Authentication Code E-mor\ey, cryptocurrencies, blockchain
E-voting
Digital Rights Management - DRM
Etc.

o

s
!

Symmetric - Secret Key Encryption

- Plaintext ! Ciphertext Plalrltexl 3
r .
& " Open

Sender Enerypt Communication Decnjpl Recipient
Channel

Y

Same key is used to encrypt
and decrypt message

Shared Secrat Key

Asymmetric - Public Key Cryptography

= Public Parameters PP = (p, g)
AI ice p - strong prime number of 2048 bit length: p ~ 22048;
e We will use p ~ 228, i.e. of 28 bit length: p ~ 228,
i]qﬂa?gfg?:]éf} g - generator in Zp* = {1, 2, 3, ..., p-1}
_ Number

PrK =x<--randi ==>PuK =a=9g*mod p

Key In general, PrK and PuK are related by function F:
Generation PUK = F(PrK)
Program

F is one-way function - OWF
. / k Having PuK it is infeasible to find
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Frogram

F is one-way function - OWF
Having PuK it is infeasible to find
PrK = F1(PuK)
F(x)=a is OWF, if:
1.1t easy to compute a, when F and x are given.
2.1t is infeasible compute x when F and a are given.

Threaths of insecure PrK generation

Message m< p

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, m) =G ={(r, s) c=Enc(Puk,, m)
V=Ver(PuKs, m, G), Ve{True, False} = {1,0}  M=Dec(PrK,, c)

Alice " Bob
Ra = X PuKs=a
R = T I
S
Bob > Sign g Alice! — Encrypt
Alice's Alice's
private key m * public key
) m<p 957 F— {
‘}o ossoacg s 1 Lp
Bob Alice
l PuKa=a ¢ Prka=x
Hello w Hello /o_-'
Verify <«— Decrypt
Bob Alice's Alice! B Ance's
public key private key
Fermat theorem: o’ = //MW//O

i then f t holds a?1 =1 mod p. (- 0= p-
p is prime, then for any integer a#p holds a modp. ap4 ///MW&/F v oEPT

1 . o L+ 0[ -4)
4. Q% - at mAdp = q" " duwed p = a& A @moﬁ//b

2. @) medp = a @ ol p = @@ O o

RSA Cryptosystem:
Euler totient function ¢(n): defines number of numbers z less than n that gcd(z,n)=1.

dM)=b=1y.

011_003 PKCS_RSA-AKAP-Vernam Page 2



If n=p*q where p,g-primes then ¢(n) = ¢ = (p-1)*(g-1) = fy.
Let n=3*5=15 --> ¢p(n) = d = (3-1)*(5-1) = 2*4 = 8 = fy.

¢ 0 )
6Z4§ ;4142, ;, ,_-5//Q} ﬁémﬂ@//fg; gm—{/,Z,Bj,,,j 0 i}’?émpdm

>>gcd(1,15) =1
>>gcd(2,15) =1
>>gcd(3,15) =7

Euler theorem. If gcd(z,n)=1 then

z°=1modn
, ' ‘ B N M¢
0‘: KQLA/}’V)DQ/V) — 2" pdn = ﬂg+d>m yy70d 1
| . Lot ol P
<02>6 wod N, = a" edv = QC 4>mmﬂﬂ/”

%apmé%f 20 ELitpp Theoremt eXpOpesnts are cowprted mod &,

—— 76 L3
Multlpllcatlon 15 A
Tab. Z15 =
* 1 2 3 4 6 10 11 12 13 14
1 1 2 3 4 6 10 11 12 13 14
2 2 4 6 8 10 12 14 5 11 13
3 3 6 9 12 6 9 12 3 9 12
4 4 8 12 1 5 9 13 2 6 10 14 7 11
5 510 0 510 0 5 10 0 5 10 5 10
6 6 12 3 9 0 612 3 9 0 6 12 3 9
7 7 14 6 13 5 12 4 11 3 10 2 1 8
8 8 1 2 10 3 11 4 12 5 13 14 7
9 9 312 6 0 9 312 6 0 9 3 12 6
10 10 5 10 5 010 5 010 5 0 10 5
11 11 7 3 14 10 6 2 13 9 5 1 12 8 4
12 12 9 3 012 9 6 12 9 6 3
13 13 11 9 7 5 114 12 10 8 4 2
14 14 13 12 11 10 9 8 7 6 5 4 3 2 1
Exp. 2%= 256 mod1s =
-Iz-’ig = (255 +1)moddS =
N0 1 2 3 4 s 6 7 8 91011 12 13 14 =SS wadlS+ tnoA1s=1
111 1 1 1 1 1 1 1 1 1 1 1 1 1 o 3 y
2 1 2 4 8 1 2 4 8 mmw 1€
3 1 3 912 6 3 912 6 3 912 6 3 9 WC%45’>:3¢4”§8¢’/W@”5
A P 1 A A A i A4 P 1 2 o1 ncdl AN —= U =L wiod 1S
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2 1 2 8
3 1 3 12
4 1 4 4
5 1 5 10 5 10
6 1 6 6 6
7 1 7 13
8 1 8 2
9 1 9 6 9 6
10 1 10 10 10 10
11 1 11 1 11 1
12 1 12 9 6
13 1 13 4 1
14 1 14 1 14 1

1. Two primes
2. Rsh "Wpdu(é

©O© 0N O U D WN

10
11
12
13
14

are gémf&ﬁ/ﬂ/f
n=pg is conppul
4d (@1

10

10

(SR SO Uo BRI

8 (12 4
12 6 3 9
4 4 1
5 10 5 10
6 6 6 6
13 1 7 4
21 8 4
9 6 9 6
10 10 10 10
11 1 11 1

6 12 9

113 4
14 1 14 1

3. Rawdonr Rsh exponent &€ !

Accoroliy ug to RSA ;fQM/QIM e =2"1.
Y. The inverese elemenl to & mpﬁ/zﬁ Ls wm/w(fz/:

8
12

o b

13

10
11

14

10

6
10

1
6
1
1

o= e *pod = o e mod @ = 1.

5. WKKZO,

We we [n|= 28 btz

Key Generation

>> p=genprime(14)
p=11491

>> g=genprime(14)
q = 14087
>>n=p*q

n = 161873717
>>e=2/16+1

e = 65537

>> fy=(p-1)*(g-1)
fy = 161848140

>> d=mulinv(e,fy)
d = 34529513

>> mod(e*d,fy)
ans=1

RSA textbook encryption

wl — mz§§g§@ 4
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Pu K,Q/))e)°

/

N

[P

n/

p——

2

O 00 N OO 1 b W N

10
11
12
13
14

z20Y¥

4 QLA LL,vS) =1 —7 L (L weeen e
9 %&d (3, 45}-—3:}54’*> 3895//@,75/{5
1 %cd('f,/ts) {—= 4%=1 mad 1<
10
6

L =424, %8, #1314

6 \ZL| = B =ds)=P(3+5)
w0 —(34)# (u-0)

B O P

r : g Fice: we Will whe 28 bils awtinm,
25A Keg 3%&42%9/4: o048 bits arithmetics;

sriores. | 0| = 4024 bits Lp | = 4024 bite
i gbw)( (p-1)-(9-1)= .
475) { s computed,

>>e=2716+1
e = 65537
>> isprime(e)
ans=1

\Q}\ = 4y bitz

|m|< 2048 bits



2044

wl — messoge w £ n N2 5 lml< 2048 bids

m m I’):VV)————/

G 19 A Bd=(ne); Bi=4d.
_ e >> mm=mod_exp(c,d,n)
c = ";"C(PMKA 7‘”‘) =m WW/ h D@C(’Q’”KA; C) =m = mm = 111222333
>>m=int64(111222333) & = | = c’ ved b =

m = 111222333 ond ed
>> c=mod_exp(m,e,n) = @/) = m — —
¢ = 51722206 = omed e o —
= M add ) = edn =

Rs/ et bork wérf/ﬁﬁwﬂ s ol rzudonniseA — is ””H’WM&QLL('
RSA textbook signature

A Auk=(n,€); Prk=d.

W)*M&ﬁpg%éj w < =P WOWW:MO

G/: 6%” (/)QrKA) }’V)) = 7y o @f PMKA:CV)) e) True =4
= m° V)/)Oﬂ/ﬁ V%(PM%A16/7WJ)~7J"F/:/5/:£0
>> sigma=mod_exp(m,d,n) 6< mﬂl?/n — >> ver=mod_exp(sigma,e,n)

ma = 49550; 80 ver =
— <W) ) mg?(?/ ,/) p—

_ md@ Mm’tﬁmW)m _
= 1 mad 1 =m

I)Z m’ = m, +hewr
51’7%@‘&47/& E ?/arw%éﬂ/
bod corresponoting 4o
m&é;aﬁ& tecove’ey. PMMA: (n )e) = Truwe

QL) textbosk Signatuee is a
9€7mfm with

RSA AKAP

b KA-—: da ) P (KA‘T@A ; QA>~ Pridg = d@) Fu Kg= CDB‘)QB>"
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AKAP wsing BEA sugnatdire

PMKA::OOB;Z>)' PFV\A: dA ’ PMKQ = Cmgpe);pf l’(g:dﬁo
Pulln Py

e v~ and (Z7)

N E'jm"’dgi: (A 6//3*- 6 -gjfn é' V <= rawd (Z)

tg.: B8 S —2, :E?fl"fm.::vf o
Kog :(‘tﬂj wmod p = ke, :(“f,q)v wied p =
=(g")" med p=g" modp =(q") vood = g wacd P
kap = kK = key
05537"'(0(/4 t4) = 0% OVQ*(P“VM@;Q)‘EMJO}'
) I _ € . anu

@ :@"A>d/‘,/y;0d @) tA "(GAB MOd WA— (/ﬁ,z\> ;MQQ)V)
2> Ve <pMV37537%8) éo{f(lf)_}' ::’LLA/’ mod Ny = iA

tg = (Ge ) mod ny = 24 2) 5igqn(de, ty ) = 64
3) kyp = @B>d mod P 3) Kea = (i;\)vmod/s

kAB — L{—’_:’ VBA

Vernam Cipher

Vernam cipher (1917) - One Time Pad

Logical operations

AUB Al B A @B
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B — 5 [se Tt [f;&é% c =w
72 C=mefFol =
= m@®O = =4
€ binaryxorm
Reguiremnests :

£ K&g o e gereoted ol rawdonr o Mmj/arm/g,

Standarnd F[PS = 740-2,
2, K% Vot have the <ome &mgf% M/Z&%chx mw,

=z, K&g Lol Gy Mﬁ/m% oree
M N T
cott medb Y, b e{oY ; m, €<nty— m, =4

Ci = m @& C1

. C % Mlzéi@/(
Cz = mz@k = — =
% ‘ g%s Ci{ CZ_

1. (¢, = My @l ® w, ®FE = m, e,
2. O, EM, = @@L = pyul® [ =17 EO =

ﬁ_;,'_';bf,bzﬁb{
Lot d et 6T e
o A0 AT 0 104

(_', binaryxor.m

011_003 PKCS_RSA-AKAP-Vernam Page 7



I @ i ol
«_ binaryxor.m c: @ MUOTO 0o 0 oM [0/
epton — - @ ek 1ueh oo

m:  Alopit alonl ol

k =0101 1001 0011

m1=1001 1011 0110
m2=0101 1001 0011

Till this place
>> p=genstrongprime(27) >> u=int64(randi(2/227-1)) n=161873717
p =110918987 u=48423797 >> signA=mod_exp(tA,d,n)
>> q=(p-1)/2 >> tA=mod_exp(g,u,p) signA = 20854858
g = 55459493 tA = 14603504 >>
>>g=2 >>n >> ttA=mod_exp(signA,e,n)
g=2 n=161873717 ttA = 14603504
>> mod_exp(g,q,p) >> signA=mod_exp(tA,d,n)
ans = 110918986 signA = 20854858

The "Hash-and-Sign" Paradigm.
The hashed RSA signature scheme can be viewed as an attempt to prevent certain attacks on the

textbook RSA signature scheme.
M - message to be éfijmza/:‘ M| ~ 4&B
Bud 54‘51/1,4#1#& WM be /).{WM o m < e m \»420%2 bits.
H(M)—h; h| =254 bit => | [h| < 2043 bits.
Signatwee i placen m b alue :
Sign ((HK, ) = W wiod 1 = 6}

fa:. My 6h o R B=(n,, e
L =1,
2 Vot (P, 6, , h' )= 4
Var( ) =1 if b'=HM)=h
i h'=h= M= M.
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3. R Fewst that M' s autherill.
nl v 28 =0 |pl=1|9g\=1v bite

>> p=genprime(14) >>e=2716+1

p = 8863 e =65537

>> g=genprime(14) >> isprime(e)

q = 9497 ans=1
>>n=p*q >>fy=(p-1)*(q-1)
n=384171911 fy = 84153552
>> dec2bin(n) >> gcd(e,fy)

ans =101 0000 0100 0101 1100 1000 0111 ans=1

>>e_mil=mulinv(e,fy)
e_ml=18083441
>>mod(e*e_m1,fy)
ans=1

>>d=e_m1l

Homomorphic property ,9% LA &l‘yfjﬁéyﬁ'féﬂ/?

Eucryption. Let my , my fe messages o b creespted
LJV}’):MJ=MZ Mﬂdn

Eue (Frlis, ) = € = mEnaod 1 =(p M) omed i =

=m - my Jymwd n = Ene (Hdlyymq). Ene (G m,) med n,

Ce Ca
C = CL@CZ_ }’Wﬂﬂ/rl

ngl/)l;l/bg, Z@i’ wl = 1@M2 Wﬁ@/ r. J

SLg(PrL(A, m)=5= mdmod n = (m-ma) med =

n= s (PFVAJWQ) 'S?(PFKA,”);) prdl 1.
|

S4 S

= /Y)ip/

S = 5 ymﬁd N,
ﬁ&ﬂéﬁéﬁ%ﬂ/ VOO ! hae /fﬂpzﬂ[j
En &W/pfz'ﬁm.
],f m” = Wiy e W2 g VY)+—’: Wiy + Wz
Enc CPMK) VV)*) = C*: C;‘ Cz* —’—‘EW&(PMK; mi)'EMC(PMK) W);)
Enc (FulK, mt)=ct= g+ G = Enc(Pull y my)+Ene (7l s M, )

ISP 4 PﬂA///:M enc .

011_003 PKCS_RSA-AKAP-Vernam Page 9



\Enc (Hily ' )= C = Caq = Ere(pus s 1 ) reyvic (ras vy
pescal Porll et ens,
i om = mi@mmg
¢; = Enc(pli, Wi))‘ ¢, = Enc (s m,).
Sqning. Enc — Sig 8 Rk — Tl
—

Security:
1.Hardness of factoring.

¥ N=p9, whege Pl?lﬂﬂ[méé, then RS/ enchypTion &
Signing i secure i the fawfﬁﬂhzﬂ ol n is a haed probtemn.

>>/’);t45(n) Z = PDZL' P;‘z o ’PZAM
or
>3>4ﬁ5 | M’ijt/,_

4 1> sffsicatty g, e spcting of 1 ottt
P, 4 15 infeantte with W”/zw?”ﬁ’”” conppA1ers.
Do Shor w I8M wr/mm/fz’o//z VMZZJM a papdt é‘f %acmizzkh
crypla /5.
Lgﬁmd avd Hidden Fiedd E@M/’/p’oyzﬁ based £S are
teconed +v be resistant 1p gW‘WW éfy/nj avizl,

A _ XW v

Brealin R<j 52( z{aﬂ%n' 2 y{ .

¥ pg ae gamﬂ// when 1 = r¢ —>» Fuley Toticer?
Function & com b computen —= @(n) =(p-1)-(4-1)=@
i computed == havind [ lc= (0 se) the Prli=d can &

WWV)%?LW( ‘Zé( the retatiow f]’fffi_a’@f_v

this corn i%[ﬂ”/’ )

io cAfptive using clnssical comypuiters
If dactoring of 1 s kuown, Then RSA C< ic totally
M’a_ci —5 +fotl &-\m/«/iwg meaans i rémw/“zg( (ww/vmmé s.)
oo o = mulinv(e,d) = d=E" modd
Mapling Aconmgus @

nam Page 10



Ll i bt a seim A yonsy H woeld life o W1THTIAW
row Bﬂwk, o Pl R PMZ(:@;€>; Prkzd.

fre t <~ rand (
n=m. +C 00 N “ St:/g%@r Ky /"‘) =
= JVldWmﬂ/V? =

— mdo tédwza)/ =

pu—

2‘.{1M9dm: Se :W)”/of wrod Vi

= md%{kmﬂdwf
:W,d:g‘m, m’»%f&h

2.Vulnerabilities.

2.1.Common modulus attack in
encryption.

2.2.Forging signatures.

Non-randomness property

Necessity of probabilistic encryption.

Encrypting a message with textbook RSA always yields the same ciphertext, and so we
actually obtain that any deterministic scheme must be insecure for multiple encryptions.
RSA padded encryption

PKCS # 1 v1.5. A widely-used and standardized encryption scheme, RSA Laboratories Public-Key
Cryptography Standard (PKCS) # 1 version 1.5, utilizes what is essentially padded RSA encryption.

Hardness of factoring assumption serves as a useful bacground to the secure construction based
on RSA padding.
One simple idea is to randomly pad the message before encrypting.
For a public key PuK = (n, e) of the usual form, let k denote the length of n in bytes; i.e.,
k is the integer satisfying 281 < n < 2 8
Messages m to be encrypted are assumed to be a multiple of 8 bits long, and can have length up
to k- 11 bytes.
Encryption of a message m that is D-bytes long is computed as
¢ = (00000000| |00000010] | r| |O0000000| |M)¢ mod n //concatenation
where ris a randomly-generated string of (k - D - 3) bytes, with none of these bytes equal to 0.

Common modulus attack Il. The attack just shown allows any employee to

decrypt messages sent to any other employee.

This still leaves the possibility that sharing the modulus n is fine as long as all
employees trust each other (or, alternatively, as long as confidentiality need only be
preserved against outsiders but not against other members of the company) .

Here we show a scenario indicating that sharing a modulus is still a bad idea,. at least
when textbook RSA encryption is used.

Say the same message m is encrypted and sent to two different (known)
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employees with public keys (n, e1) and (n, e2) where el + e2 .
Assume further that gcd(el,e2)=1.

Then an eavesdropper sees the two ciphertexts c1 = mel mod n and ¢2 = me2 mod
n

Since gcd(el, e2 ) =1, there exist integers X, Y such that X(el) + Y(e2) = 1.

Proposition 7.2. Moreover, given the public exponents e; and e; it is possible
to efficiently compute X and Y using the extended Euclidean algorithm (see
Appendix B.1.2). We claim that m = [¢;* - ¢} mod N], which can easily be

calculated. This is true because

X Y

- = mXeleeg =i mXel-i-Yeg 2 ml

= m mod N.

Thus it is much better to share the complete key than part of it.

This example and those preceding it should serve as a warning to only ever
use RSA (and any other cryptographic scheme) in the exact way that it is specified.
Even minor and seemingly harmless modifications can open the door to attack.

RSA Textbook signature

Forging a signature on an arbitrary message. A more damaging attack
on the textbook RSA: -signature scheme requires the-adversary to obtain two
signatures from the signer, but allows the adversary to output a forgery on
any message of the adversary’s choice. Say the adversary wants to forge a
signature on the message m € Z} with respect to the public key pk = (N, e).
The adversary chooses a random m; € ZY%, sets my := [m/m; mod N, and
then obtains signatures ¢; and o2 on m; and ms, respectively. We claim that
o :=[o1 - 02 mod N] is a valid signature on m. This is because

0 = (01-02)° = (m§ -m%)® =m$? - m§¢ = mymy = m mod N,
using the fact that o;, o2 are valid signatures on my, my. This constitutes a
forgery since m is not equal to m; or ms (except with negligible probability).

Being able to forge a signature on an arbitrary message is clearly devas-
tating. Nevertheless, one might argue that this attack is unrealistic since an
adversary will never be able to convince a signer to sign the exact messages
my and mq as needed for the above attack. Once again, this is irrelevant as far
as Definition 12.2 is concerned. Furthermore, it is dangerous to make assump-
tions about what messages the signer will or will not be willing to sign. For

The "Hash-and-Sign" Paradigm.

The hashed RSA signature scheme can be viewed as an attempt to prevent
certain attacks on the textbook RSA signature scheme.

We omit considerations of these attacks.

But nevertheless, in general, it is not proved this signature to be secure.

RSA offers another advantage relative to textbook RSA: it can be used to sign
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arbitrary-length bit-strings.

In any case the randomization of signature should be implemented.
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